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Context and Purpose of the Study
Hiperderecho’s new report “Vigilados en secreto” (“Secretly watched”) — funded by Rights & Security International (RSI) — explores the tensions between the right to privacy, national security, and access to public information in Peru. Through a detailed legal, institutional, and practical analysis, the study demonstrates how the Peruvian state’s surveillance structures have evolved into a system marked by broad powers and deep opacity, where oversight and transparency are severely limited.
Although the Peruvian Constitution guarantees the secrecy of communications and the right to privacy, a combination of laws, exceptions, and administrative practices has gradually expanded the State’s capacity to monitor citizens. At the same time, a “national security” clause and restrictions on access to public information are used to keep surveillance activities hidden from public scrutiny, creating areas of secrecy that escape democratic control.
Chapter 1: General Framework of Surveillance
The report defines state surveillance as the set of activities involving the monitoring, collection, analysis, and storage of information about individuals or groups by public authorities. It outlines key technologies and techniques used — such as communication interception, geolocation, video surveillance, social media monitoring, biometric recognition, and spyware — and examines their effects on fundamental rights.
The study highlights how technological advances and the massive use of personal data have made surveillance cheaper, faster, and more pervasive, directly impacting the rights to privacy, freedom of expression, association, and movement. Surveillance generates self-censorship, discourages civic participation, and may be used to suppress dissent or target journalists and human rights defenders.
Chapter 2: The Ecosystem of State Surveillance
The report examines how different public institutions — such as the National Police (PNP), the Public Prosecutor’s Office, the Judiciary, the National Intelligence Directorate (DINI), and the telecommunications regulator OSIPTEL — carry out or facilitate surveillance activities.
· Surveillance in the criminal justice system:
Laws such as Law 27697, the Criminal Procedure Code, and joint operational protocols authorise communication interception and geolocation of individuals under investigation. Although these measures require judicial authorisation, in practice they leave ample room for misuse.
· Warrantless geolocation (known as the “Stalker Law” – Legislative Decree 1182):
This law allows the police to access a person’s real-time location data without a court order, initially under the justification of “flagrant crime.” Later amendments expanded its use to a wide range of offenses, effectively normalising warrantless surveillance and undermining judicial safeguards.
· Undercover and virtual agents:
 The legal framework allows undercover operations in digital environments, but lacks transparency, oversight, and clear operational protocols, creating the potential for abuse and covert social media monitoring.
· Intelligence system surveillance:
 The National Intelligence Directorate (Dirección Nacional de Inteligencia, DINI), which oversees the National Intelligence System (SINA), holds broad powers to collect classified information under the justification of “national security.” All intelligence activities are legally deemed “secret”, limiting public and parliamentary oversight. Although the law mandates the destruction of unnecessary personal data, no independent verification mechanisms exist.
· Indirect surveillance through telecommunications oversight:
The Supervisory Body for Private Investment in Telecommunications (Organismo Supervisor de Inversión Privada en Tele comunicaciones, OSIPTEL) collects large amounts of personal and geolocation data under the guise of monitoring internet service quality. This information is kept in a centralised database that, while not designed for surveillance, could be accessed or repurposed by state agencies without adequate safeguards.
Chapter 3: Transparency and Access to Public Information
Peru’s Law on Transparency and Access to Public Information, which guarantees citizens the right to request state information but also establishes broad exceptions.
The report identifies three categories of restricted information — secret, reserved, and confidential — that are often applied arbitrarily or excessively, particularly in the intelligence and defence sectors.
The study finds that institutions systematically classify information without clear procedures or periodic reviews, creating an institutional shield against accountability. This opacity undermines public trust, hinders democratic oversight, and weakens the rule of law by preventing the detection of potential abuses.
Chapter 4: Mission Impossible — Making State Surveillance Transparent
The report presents concrete examples of cases where Peruvian authorities have denied public information requests on surveillance matters by invoking national security or operational confidentiality.
 Notable cases include:
· The National Police’s geolocation protocol kept classified.
· Secret budget transfers to the Ministry of the Interior for surveillance software and digital intelligence tools.
· Protocols for virtual agents labelled as “reserved.”
· Intelligence Directorate (DINI) documents classified as “secret.”
· Access to lists of direct procurement contracts denied on security grounds.
· The creation of municipal intelligence groups with no transparency or oversight.
Together, these cases reveal a systemic pattern of opacity and a culture of secrecy that obstructs democratic control over state surveillance activities.

Key findings
The report concludes that state surveillance in Peru operates under a structural regime of secrecy, reinforced by permissive laws and opaque institutional practices.
 The main findings include:
1. The current legal framework enables both mass and targeted surveillance without sufficient judicial oversight or transparency.
2. The “national security” clause is used ambiguously to both justify surveillance and deny access to related public information.
3. Multiple institutions hold overlapping surveillance powers, creating duplication, weak accountability, and risk of abuse.
4. The right to access public information is undermined by restrictive and discretionary interpretations of legal exceptions.
5. There is a persistent lack of proactive transparency — agencies like DINI, the PNP, and the Ministry of the Interior fail to publish even minimal information on surveillance activities.

Conclusion
The report shows that Peru faces a systemic imbalance between state security interests and fundamental rights. While surveillance expands under the justification of protecting national security, citizens’ access to information is increasingly restricted. Unless surveillance norms and practices are critically re-examined, Peru risks normalising government secrecy, fostering self-censorship, and weakening democracy. National security must be redefined within a democratic framework, where transparency and public oversight act as essential safeguards for freedom, privacy, and accountability.
Recommendations
· Establish independent oversight mechanisms for classifying security and intelligence information, rather than leaving this power exclusively to the agencies involved. Strengthen the role of external supervisory bodies, including the National Transparency Authority and Congress.
· Reform the legal framework to prevent arbitrary use of “confidentiality”, ensuring that this category cannot be invoked without proper justification or classification procedures.
· Allow anonymous requests for public information to protect journalists, activists, and researchers from retaliation, reducing the personal and political risks associated with seeking transparency—especially in areas related to state surveillance.


